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Summary 

 

More and more virtualization customers are starting to move their workloads into the public cloud 
infrastructure, to guarantee a smooth transition and generate reliability on the process, the 
integrity and privacy of the data at rest must be ensured. 

This can be achieved by encrypting the ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜǎΩ ŘŀǘŀΦ !ƴƻǘƘŜǊ ƛƳǇƻǊǘŀƴǘ ŜƭŜƳŜƴǘ ƛǎ ǘƘŀǘ 
the keys to generate the encryption services, as well as the administration of polices, nowadays 
these processes are expected to be owned by the customer and not the cloud service provider 
(Softlayer), this allows a multi-tenant environment where each tenant is segregated while each 
customer controls how its encrypted data behaves. The core objective of this whitepaper is to 
allow readers understand how data at rest is encrypted on a VMware infrastructure rendered in 
the Softlayer cloud. Please be aware that not all elements in the Vormetric Data Security (VDS) 
solution are listed on this document, focus of this material is to introduce the main components 
and show how basic encryption functionality is achieved.  

There are a number of products that provide similar granular encryption services for different 
(virtual) environments. Based on some previous SCE work by IBM, we've decided to document the 
solution they used which is Vormetric. Other solutions may be documented and will be added as 
needed. 

 



Definition of Encryption 

 

Before looking at the Vormetric solution works it is recommended to understand some 
fundamental concepts about what encryption, this section will highlight these. 

Encryption is at its most basic level is a way to protect information so that only persons with the 
proper key can make use of it.  It's a critical tool for protecting information from hackers, 
corporate espionage, etc.  There are threats in the world that try to obtain data for various 
unauthorized uses (by stealing it where it resides or when it is in transit and encryption of 
information prevents this misuse). 

 

Encryption Basics 

 

There are two types of encryption generally, symmetric and asymmetric. Symmetric means that 
the same key is used for encrypting the information as is used for decrypting the information. 
Plaintext is encrypted with a key to create the ciphertext (which is then protected) then the 
ciphertext is decrypted with the same key to reproduce the plaintext. If information is shared 
between two parties that is encrypted, both need to share the key to encrypt or decrypt the 
information. This is most useful for file or disk encryption. 

 

 

 

 

 

 

 

 



 

 

With asymmetric encryption the information is encrypted with one key and decrypted with 
another (the best example of this is public key systems where user 1 is sending  file to user 2 he 
encrypts it with user 2's public key but only user 2 can decrypt it with his private key. User 2 can 
give his public key to anyone to encrypt files for him but as long as he keeps his secret key a secret 
only he will be able to decrypt the file. 

 

 

 

 

 

 

This is very useful if one is establishing a secure network connection as the server can send its 
public key to encrypt the session that only the server can decrypt. Likewise, the user's system can 
send the server its public key so the server can encrypt the session to the user but only the user 
system will be able to decrypt it. It's also useful for information like files you have to send another 
person via email or other communications channel. 

(N.B.: digital signature systems work similarly but the keys are reversed so that only a user can 
encrypt his signature with his private key but anyone can decrypt it with the user's public key).. 

Today the most common symmetric encryption standard is the Advanced Encryption Standard 
(AES). It is endorsed by the National Institute of Standards and Technology (NIST). The main 
variants are based on key length with 128, 192 and 256 bits most common (the more bits, the 
more secure but it requires more computing resource). 

For encrypting with asymmetric encryption, RSA, Secure Shell (SSH) ad Secure Sockets Layer (SSL) 
are the most common means of encryption. The current recommendation for keys (Public/Private 
Keys and Certificates) is to use a minimum key length of 2048 bits to insure security. Encryption of 
information in transit using things such as SSH, SSL, Virtual Private Networks/IPSEC, etc., are 
covered in other white papers of this series. 

 



Common Uses for Encryption 

 

Data at rest can be encrypted in a number of ways. First, individuals can encrypt their own files 
with tools such as crypt or one of its variants, PGP, ZIP file encryption and such. This requires 
effort on the individual user to do this and it also requires the user to remember the key. If the 
user forgets the key the information will never be retrievable. 

System adminstrators can encrypt the whole disk using tools like dm-crypt, truecrypt, PGP, and 
others. When the system boots, the operating systems tries to decrypt the disk partition by asking 
for a key from the administrator. This kind of encryption is great if one is worried about a person 
stealing the hard drive as without the key, the partition is useless as all information is encrypted. 
To the users of the system all the information looks like its unencrypted and the files and data are 
readable to all users on the system.  

There is a third option for data at rest which is one where all the files are individually encrypted 
per user. The system intercepts all file accesses and encrypts or decrypts the file depending on if 
it's being written or read respectively. This system uses a separate key administrator to manage 
the keys. This system does protect information from other users on the same system such that 
user 1 sees all his information as virtually unencrypted but it looks encrypted to any other user on 
the system that the user does not authorize access to the file. The Vormetric encryption solution 
we describe in this whitepaper is an example of this type of tool, we will review all details about it 
on section by the same name. 

As mentioned above, encryption of data in transit through either secure connections (using IPSEC, 
SSL, etc.) or file transfer (using tools such as sftp) are covered in other whitepapers of this series. 

 

The Vormetric encryption solution 

 

Vormetric Data Security is a comprehensive solution for key management, encryption, and access 
control for data at rest across distributed systems. It uses a software agent and central keystore / 
policy server that provides single and central management.  

Encrypting the file system with an agent and key server combination is a way to secure data at rest 
and to provide assurance that others can't access the data.  This type of architecture also allows 
for a centralized key management and encryption policy. 

The Vormetric Encryption solution is comprised of two components: the Vormetric Data Security 
Manager appliance and Vormetric Encryption Agent software. These are complementary and 
provide flexibility, scalability and logical separation of functions for easier administration. 

 

Vormetric Data Security Manager 

 

The Vormetric Data Security Manager (DSM) provides key management, policy management and 
event log functions centrally managed on a cluster that relays high availability and scalability to 
Vormetric Encryption Expert Agents. The Data Security Manager is a Hardware Security Module 



(HSM) that provides console access for key management and encryption administration. The DSM 
is available as either a virtual or physical appliance. 

Note: this document focuses on the virtual appliance as its purpose is to show the cloud 

implementation of a VMware environment. 

 

 

Vormetric Encryption Agent software 

 

The Vormetric Encryption Expert Agent consists of a piece of software that resides above the file 
system logical volume layers.  

The agent evaluates any attempt to access the protected data and apply pre-configured policies to 
either allow or deny such attempts. The Security Server encryption engine encrypts just the file 
contents, and leaves the file metadata intact, that is, you do not have to decrypt an encrypted file 
to see its name, timestamps, file type, etc. 

The agents perform the encryption, decryption, and access control locally on the system that is 
accessing the data at rest in storage. This enables encryption to be distributed within the data 
center and out to remote sites, while being centrally managed via the Data Security Manager 
cluster.  

Vormetric Encryption Expert Agents are installed on each computer system where data requires 
protection.  



 

 

 

Note: this document does not cover the implementation of a redundant DSM, the purpose is to 

cover how the solution works in the cloud (Softlayer) environment. 

Setting up Vormetric encryption using the VMware @ Softlayer environment 

 

This section is divided in various topics that will show all phases to achieve implementation: 

¶ Before you begin 

¶ DSM CLI initial set-up 

¶ DSM GUI (Web console) set-up and administration 

¶ Installation of Vormetric Encryption Agent Software 

 

Before you begin 

Now that you decided to install VDS on your environment, there are some important points/steps 
on the below checklist, although they are not explored in detail, they are needed (assumed) 
before you go to the next section. 

1. ±ƛǎƛǘ ±ƻǊƳŜǘǊƛŎΩǎ ǇŀƎŜ όhttp://www.vormetric.com/) to contact the support/sales team and 
get information on how to get the DSM, agent software and license.  

2. ±ƛǎƛǘ {ƻŦǘƭŀȅŜǊΩǎ ǇŀƎŜ όhttp://www.softlayer.com/) to contact the support/sales team and 
get information on how to set-up your environment, typically will require one Bare metal 
server. 

3. Configure your environment to enable and/or allow IP traffic between the DSM and the 
agents. DSM management via web console or CLI will most likely require you to go into the 
Softlayer VPN (http://vpn.softlayer.com/). 

4. ±ƛǎƛǘ ±ƻǊƳŜǘǊƛŎΩǎ ǎǳǇǇƻǊǘ ǇƻǊǘŀƭ όhttps://help.vormetric.com) for FAQs, forums, 

http://www.vormetric.com/
http://www.softlayer.com/
http://vpn.softlayer.com/
https://help.vormetric.com/


knowledgebase and download official documentation. 

DSM CLI initial set-up 

 

To gain access to the DSM device you can either use the public IP address or the private IP address 
(logged into the Softlayer VPN) provided by SL, however it is recommended to disable access via 
public addressing for security reasons, since this is for demo purposes the public IP is enabled.  

By default the following credentials can be used: 

User: cliadmin 

Password: cliadmin123 

 

 

Please be advised that eth0 port comes with default IP address 192.168.10.1 for management on 
ǘƘŜ ǎŀƳŜ ǎǳōƴŜǘκ[!bΣ ōǳǘ ǘƘƛǎ ǿƻƴΩǘ ƳŀǘŎƘ ǿƛǘƘ ǘƘŜ ƻƴŜ ǇǊƻǾƛŘŜŘ ōȅ {ƻŦǘƭŀȅŜǊ ŀƴŘ therefore is 
disregarded. After you logged in you will be prompted to change the default password. Please be 
advised that no specific IP addresses are disclosed on the document for security reasons. 

Take into consideration that the management IP address could be required, usually when no 
network parameters were added to the configuration. If this is the case a console access 
simulation is needed, this is also called remote KVM (keyboard video mouse) and can be accessed 
using the IPMI portal with credentials available (on the Softlayer portal ύ ǳƴŘŜǊ άwŜƳƻǘŜ aƎƳǘέΦ   

http://knowledgelayer.softlayer.com/procedure/download-ipmiview
https://control.softlayer.com/


 

 

 

If required, networking settings can be defined using the following commands followed by a 
description: 

$ network (navigates to the network configuration mode) 

 

$ ip address add xxx.xxx.xxx.xxx/zz dev eth? (it assigns an IP address to an interface [where 
xxx.xxx.xxx.xxx is the IP address for the DSM, zz is the prefix length {mask} and? is 0 or 1 
respectively]) 

$ ip route add default table main.table via xxx.xxx.xxx.xxx (creates a default route [where 



xxx.xxx.xxx.xxx is the ip address for the default gateway]) 

 

$ ip address show (shows the settings for each interface) 

 

$ ip route show (shows the route settings for each interface) 

 

$ ip address delete 192.168.10.1/16 dev eth0 (removes the default configuration on Eth0 
mentioned earlier) 

 

$ dns dns1 xxx.xxx.xxx.xxx (sets the primary DNS server [where xxx.xxx.xxx.xxx is the ip address 
for dns server 1]) 

 

$ dns dns2 xxx.xxx.xxx.xxx (sets the secondary DNS server [where xxx.xxx.xxx.xxx is the ip address 
for dns server 2]) 

 

$ dns show (shows DNS settings) 

 

DNS servers are not available on the portal, they should be defined according to the project and/or 

thru Softlayer support. 

Some commands when entered require a restart on the server. The command to reboot is shown 
later as it is recommended to reboot when initial set-up is complete. 

 

After adding proper network commands should enable both private and public management 
access. 

Note: use the $ up command to return to the main menu on any of the configuration modes / 
contexts. 

 

To configure NTP server, time zone, date and time, use these commands: 

 

$ maintenance (navigates to the maintenance commands menu) 



 

 

$ ntpdate show (shows current NTP settings) 

 

$ ntpdate add xxx.xxx.xxx.xxx (adds a new NTP server ς repeat for each NTP to be added) 

    

$ ntpdate on (enables the NTP server connection) 

 

$ ntpdate sync (forces NTP  server synchronization) 

 

$ gmttimezone show (shows current timezone settings) 

 

$gmttimezone list (shows the list of timezones available) 

 

$ gmttimezone set <COUNTRY/CITY> (set regional parameters for GMT[where COUNTRY and CITY 
can be defined chosen based on the list command shown above.]) 

 

$ date (defines system date) 

 

$ time 
(sets system time)

 

 

To configure the hostname and generate the DSM certificate authority use these commands: 

$ system (navigates to the system configuration mode) 

$ setinfo show όǎƘƻǿǎ ŎǳǊǊŜƴǘ ǎŜǘǘƛƴƎΣ ǿƘŜǊŜ ŘŜŦŀǳƭǘ Ƙƻǎǘ ƴŀƳŜ ƛǎ άȅƻǳǊΦ ƴŀƳŜΦƘŜǊŜέύ



 

 

 

$ setinfo hostname <host name>(shows the host parameters including name and uptime[Where host 

name is the qualified name for the DSM server]) 

$ security genca (creates the CA signer certificate) 

 

System will ask you to verify the hostname and will prompt the following questions: 

 

What is the name of your organizational unit? []:  

What is the name of your organization? []: 

What is the name of your City or Locality? []:  

What is the name of your State or Province? []: 

 What is your two-letter country code? [US]:
 

(this will take a few minutes to complete)
 

 

 

It is also possible to add console users or modifying existing ones, you can do this by using these 

commands: 

$ user (navigates to the user commands menu) 



 

 

 

$ add <user name> (add new user [when prompted, enter an appropriate password with the below 

conditions, repeat for each new user added]) 

ω     5ƻŜǎ ƴƻǘ ƘŀǾŜ ǊŜǇŜŀǘƛƴƎ ŎƘŀǊŀŎǘŜǊǎ 

ω     Uses at least 1 upper and 1 lower case character 

ω     ¦ǎŜǎ ŀǘ ƭŜŀǎǘ м ǎǇŜŎƛŀƭ ŎƘŀǊŀŎǘŜǊ 

$ modify USERNAME passwd (changes user password [where USERNAME is used to specify the 

account whose password will be changed]) 

As last step, generate the DSM Certificate Authority by entering the above command to restart the 
software and then execute the below command to restart the whole system and apply most of 
changes. 

$ system (navigates to the system configuration mode) 

 

$ reboot (reboots the DSM) 

 

At this point remote and web GUI should be working fine.  Please go to the next section to review the 
web console and its respective configuration. 

 

DSM GUI (Web console) set-up and administration 

 

Basic set-up 

The administration of the Vormetric components is done thru the management console (web GUI), a 
new session can be established by accesing the browser and enter the hostname (if configured in DNS) 
or the IP over HTTPS on port 8445.  

 

Example: https://hostname:8445 or https://x.x.x.x:8445  

 

https://hostname:8445/
https://x.x.x.x:8445/


 

 

  
 
 

To log into the GUI use Login as admin and password as admin123. 

 

Upon successful login in the GUI it is recommended to verify the license status, if the window 
ŘƛǎǇƭŀȅǎ ά[ƛŎŜƴǎŜ ŦƛƭŜ ƴƻǘ ŦƻǳƴŘέΣ ǘƘŜ ƭƛŎŜƴǎŜ ŦƛƭŜ Ƴǳǎǘ ōŜ ǳǇƭƻŀŘŜŘ ǘƻ ǘƘŜ 5{a ǳǇƻƴ ǎȅǎǘŜƳ ǇǊƻƳǇǘ 
or can be found at System > License. 

 

 



 

 

 

Users and domains 

The next step is to create an administrative domain, this provides logical segmentation of 
administrators, hosts, keys and policies. By default the DSM allows one domain to be created and 
ŀŘƳƛƴƛǎǘŜǊŜŘΦ  Dƻ ǘƻ ǘƘŜ ά5ƻƳŀƛƴέ ǘŀō ǘƻ ƎŜƴŜǊŀǘŜ ǘƘŜ ŘƻƳŀƛƴΦ 

 

 

 

 

Now, you should know there are different types of user profiles that define various functions: 

 

System Administrator: who creates users and domains, but cannot enter a domain. 

Domain Administrator: who assigns other users to individual domains. 

Security Administrator: who creates the hosts, keys, and policies that provide Encryption Agent 
protection. 

All: a conglomerate of the other three types. 

  

.ȅ ŘŜŦŀǳƭǘΣ άadminέ όŎǳǊǊŜƴǘƭȅ ƭƻƎƎŜŘ ƛƴύ ǳǎŜǊ ƛǎ ŀ ǎȅǎǘŜƳ ŀŘƳƛƴƛǎǘǊŀǘƻǊΣ ǘƘƛǎ ƳŜŀƴǎ ǘƘŀǘ ŀŦǘŜǊ ǘƘŜ 
ŘƻƳŀƛƴ ƛǎ ŎǊŜŀǘŜŘ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ƻŦ ǘƘŜ ǎŀƳŜ ǿƻƴΩǘ ōŜ ŀƭƭƻǿŜŘΦ Dƻ ǳƴŘŜǊ ά!ŘƳƛƴƛǎǘǊŀǘƻǊǎέ ǘŀō ǘƻ 
create respective users. Then assign the domain administrator user to the domain. 

 



 

 

 

 

 



 

 

 

 

Note: for testing purposes a ǎƛƴƎƭŜ ά![[έ role user was created, so this user will be used from here on 
out, however security best practices do recommend different users with different 
functions/credentials are needed. 

 

When completing the creation of these, log out and log back in using proper credentials, then go to 
ǘƘŜ ŘƻƳŀƛƴ ǾƛŜǿ ōȅ ǎŜƭŜŎǘƛƴƎ άSwitch to DomainέΦ 

 

 

System 

Administrator
Yes Yes First only No

Domain 

Administrator
No No Yes No

Security 

Administrator
No No No Yes

Domain and 

Security 

Administrator

No No Yes Yes

All Yes Yes Yes Yes

Add domain Add admin
Assign admin 

to domain

Audit/Host/

Policy/Key
Role/Task



 

 

Hosts 

Hosts are the actual computer systems that run the Vormetric Encryption Agent software (File System 
Agent).   

Remember to add hosts to the DSM before you install the agent software. This makes certificate 
exchange and host registration quicker and easier. Once installed, define the individual hosts to be 
protected, host groups can also be created for easier administration.  

 

¢ƘŜ άƘƻǎǘ ƴŀƳŜέ ƛǎ ǘƘŜ ǘŜȄǘ ǘƘŀǘ ǿƛƭƭ ƛŘŜƴǘƛŦȅ ǘƘŜ Ƙƻǎǘ ƛƴǎƛŘŜ ǘƘŜ ŘƻƳŀƛƴΦ ¢Ƙƛǎ ƛǎ ǘƘŜ ǎŀƳŜ ƴŀƳŜ ǘƘŀǘ 
will be used to identify the host during the agent software installation. Enter the IP number, host 
name or FQDN. 

 

For the options reviewed above, take into consideration these possibilities: 

¶ If FQDN is used, make sure the DNS is running and configured on the DSM. 

¶ If host name , use the host CLI command to link IP numbers with host names or edit 
/etc/hostsdirectly. 

¶ If IP nuƳōŜǊΣ ǾŜǊƛŦȅ ǘƘŀǘ Lt ŀŘŘǊŜǎǎƛƴƎ ƛǎ ŜƴŀōƭŜŘ ǳǎƛƴƎ ǘƘŜ άŀƎŜƴǘƛǇέ /[L ŎƻƳƳŀƴŘΦ .Ŝ ǎǳǊŜ ǘƻ 
select an IP address during agent software installation 

Go to Hosts>Add to add a host to the system. aŀƪŜ ǎǳǊŜ άwŜƎƛǎǘǊŀǘƛƻƴ !ƭƭƻǿŜŘ !ƎŜƴǘǎέ ƛǎ ŎƘŜŎƪŜŘ ǘƻ 
allow to the host to be registered (when installing the File System Agent). 

 

 

!ǘ ǘƘƛǎ Ǉƻƛƴǘ ƛǘ ƛǎ ǊŜǉǳƛǊŜŘ ǘƻ ƛƴǎǘŀƭƭ ǘƘŜ ŀƎŜƴǘ ǎƻŦǘǿŀǊŜ ƻƴ ǘƘŜ ƘƻǎǘǎΣ ǇƭŜŀǎŜ Ǝƻ ǘƻ άInstallation of 
Vormetric Encryption Agent Softwareέ section for detailed instructions on how to complete 
ƛƴǎǘŀƭƭŀǘƛƻƴ ŦƻǊ ōƻǘƘ ²ƛƴŘƻǿǎ ŀƴŘ [ƛƴǳȄ h{Σ ǘƘŜƴ ǊŜǾƛǎƛǘ ǘƘƛǎ ǎŜŎǘƛƻƴ ǘƻ ƳƻǾŜ ƻƴ ǿƛǘƘ ǘƘŜ ƘƻǎǘǎΩ 
configuration. 

 

!ŦǘŜǊ Ƙƻǎǘ ƛǎ ǇǊƻǇŜǊƭȅ ǊŜƎƛǎǘŜǊŜŘ ŀƴŘ ŦƛƴƎŜǊǇǊƛƴǘ ƛǎ ǾŜǊƛŦƛŜŘΣ Ǝƻ ǳƴŘŜǊ άƘƻǎǘǎέ ŀƴŘ ŜƴŀōƭŜ ǘƘŜ ά/ƻƳƳΦ 
9ƴŀōƭŜŘέ ŎƘŜŎƪōƻȄ ǘƻ ŀƭƭƻǿ ǇƻƭƛŎƛŜǎ ǘƻ ōŜ ŀǇǇƭƛŜŘ ǘƻ ǘƘƛǎ ƘƻǎǘΦ 



 

 

 

 

 

Encryption Keys 

Keys are used to encrypt and decrypt data in the file system. Symmetric keys are based upon 3DES, 
AES, and ARIA algorithms and are used to encrypt the data in GuardPoints. Asymmetric keys are based 
upon the RSA algorithm and are used to encrypt the symmetric keys that are placed in Backup Agent 
backups (not covered on this document). The previous means that encryption on the file system data 
uses only symmetric ƪŜȅǎ ŀƴŘκƻǊ ǘƘŜ ŘŜŦŀǳƭǘ ǎȅǎǘŜƳ ƪŜȅ ŎŀƭƭŜŘ άŎƭŜŀǊψƪŜȅέΣ ǘƘƛǎ ƭŀǎǘ ƻƴŜ ǿƛƭƭ ōŜ 
explained in a later section. 

¶ Creation of symmetric keys 

Go to Select Keys>Vormetric Agent Keys>Keys ŀƴŘ Ƙƛǘ ǘƘŜ ά!ŘŘέ ōǳǘǘƻƴ ǿƛƴŘƻǿ ǿƛƭƭ ōŜ ǎŜǘ ƻƴ ǘƘŜ 
άǎȅƳƳŜǘǊƛŎέ ǘŀō ōȅ ŘŜŦŀǳƭǘΦ 

 



 

 

9ƴǘŜǊ ŀ ƴŀƳŜ ŀƴŘ ŘŜǎŎǊƛǇǘƛƻƴ ŦƻǊ ǘƘŜ ƪŜȅΣ ά¢ŜƳǇƭŀǘŜέ ŦƛŜƭŘ ƛǎ ƻǇǘƛƻƴŀƭ ŀƴŘ ƛǎ ǳǎŜŘ ǘƻ ŘŜǇƭƻȅ ƪŜȅǎ 
using pre-defined values.  Select the algorithm type, each type is accompanied by a different level 
ƻŦ ŜƴŎǊȅǇǘƛƻƴΦ bŜȄǘ ǘǿƻ ŦƛŜƭŘǎ όάƪŜȅ ¢ȅǇŜέ ŀƴŘ ά¦ƴƛǉǳŜ ǘƻ Ƙƻǎǘέύ ǿƛƭƭ ōŜ ŜȄǇƭŀƛƴŜŘ ƴƻǿΥ 

Key Type:  two options are available: 

¶ Stored on Server: keys are downloaded to non-persistent memory (volatile) on the 
host. Each time the key is needed, the host retrieves the key from the Security Server 
(DSM). 

¶ Cached on Host: keys are downloaded kept in persistent memory on the host. The 
cached keys are used when there is no network connection between the host and DSM. 
Other hosts using the same encryption key can access encrypted data on other hosts 
with the same key 

The Unique to Host: ŎƘŜŎƪōƻȄ ƛǎ ŘƛǎǇƭŀȅŜŘ ǿƘŜƴ ά/ŀŎƘŜŘ ƻƴ Iƻǎǘέ ƛǎ ǎŜƭŜŎǘŜŘΦ ¢ƘŜ ǳƴƛǉǳŜ 
host encryption key is downloaded to the host and stored in an encrypted manner using the 
host password, this way only one machine is able to access the data. 

Last field tƻ ōŜ ŘŜŦƛƴŜŘ ƛǎ άYŜȅ /ǊŜŀǘƛƻƴ aŜǘƘƻŘέΣ ǳǎŜŘ ǘƻ ƛƴŘƛŎŀǘŜ Ƙƻǿ ƪŜȅǎ ǿƛƭƭ ōŜ ƎŜƴŜǊŀǘŜŘΣ 
ŘŜŦŀǳƭǘǎ ǘƻ άDŜƴŜǊŀǘŜέ ǿƘŜǊŜ ǊŀƴŘƻƳ ǎŜŜŘǎ ŀǊŜ ǳǎŜŘ ǿƘŜǊŜŀǎ άaŀƴǳŀƭ LƴǇǳǘέ ƛǎ ŘƻƴŜ ǘƘǊǳ ŀ 
file import. This optioned is not further explored as it requires components outside of the 
scope of this document, please review the additional resources and references section on this 
material for more information. 

Policies 

Policies are created by the security administrator to allow or deny access to specific directories called 
GuardPoints, a policy is a set of rules that must be satisfied before users can access the protected 
folder/file.  

Policies can control different criteria, for example: data being accesed (folders and/or files), users 
accesing the data, applications (processes) executing the data, etc. Policies provide two different 
functions: access control and encryption, these are bonded thru the GuardPoint. These concepts will 
be explored in detail now. 

To better understand policies, this section will be divided in three topics: 

1. Access control 

2. Guardpoints 

3. Encryption 

 

ü Access control 

VDS allows you to control access to folders and/or files using different filters. These policies sit on 
top of the OS creating another layer of security, which can provide granular control over a 
directory/file. However policies cannot override or revoke O{Ω ǇǊƛǾƭƛƎŜǎ ŀƴŘ ǎŜŎǳǊƛǘȅ ǎŜǘǘƛƴƎǎΣ ǘƘƛǎ ƛǎ 
an important point to consider to plan your policies accordingly and get the most of VDS.  



 

 

tƻƭƛŎƛŜǎ ŀǊŜ ƛƳǇƭŜƳŜƴǘŜŘ ǘƘǊǳ ŀƴ ŜƳōŜŘŘŜŘ WŀǾŀ ŀǇǇ ŎŀƭƭŜŘ άtƻƭƛŎȅ /ƻƳǇƻǎŜǊέΣ ǘƻ ƭŀǳƴŎƘ ƛǘ Ǝƻ ǘƻ 
Policies>Manage Policies, ǘƘŜƴ ŎƭƛŎƪ ƻƴ ǘƘŜ ά!ŘŘ hƴƭƛƴŜ tƻƭƛŎȅέ ōǳǘǘƻƴΦ aŀƪŜ ǎǳǊŜ WŀǾŀ ƛǎ ǇǊƻǇŜǊƭȅ 
configured and browser activeX controls are enabled, check the latest VDS user guide or visit the 
support portal for more information.  

The policy composer consists of three tabs:  

ü Security Rules 

ü Key Selection Rules 

ü Data Transformation Rules 

YŜȅ {ŜƭŜŎǘƛƻƴ wǳƭŜǎ ǿƛƭƭ ōŜ ŎƻǾŜǊŜŘ ƛƴ ǘƘŜ ά9ƴŎǊȅǇǘƛƻƴέ ǎŜŎǘƛƻƴ ǿƘƛƭŜ 5ŀǘŀ ¢ǊŀƴǎŦƻǊƳŀǘƛƻƴ ƛǎ ƴƻǘ 
covered in this document. 

Security rules 

Security rules specify the conditions/filters upon which to apply the rule and whether or not to 
allow or deny access. To deploy a new rule access the Policy Composer, navigator will take you to 
the Security Rules tab by default. 

 

The top portion shows the rule attributes, which is where you define conditions/filters that must 
be met for the current rule to take place. Rules are entered one at a time in sequential order. The 
below portion shows the list of rules added to policy so far, each with its own properties, once you 
ŀǊŜ ŘƻƴŜ ŘŜŦƛƴƛƴƎ ŎƻƴŘƛǘƛƻƴǎ ȅƻǳ ŎƭƛŎƪ ǘƘŜ ά!ŘŘέ ōǳǘǘƻƴ ǘƻ ŀŘŘ ƛǘ ǘƻ ǘƻǇ ƻŦ ǘƘŜ ƭƛǎǘΦ hǊŘŜǊ Ŏŀƴ ōŜ 
edited later if necessary using the edit buttons located in the middle. 

https://help.vormetric.com/home


 

 

 

 

¶ Security rules attributes 

Resource: it is a set of directories (folders) and/or specific files to be protected, if none are 
specified folders/files inside the GuardPoint are used. 

¢ƻ ŀŘŘ ŀ ǊŜǎƻǳǊŎŜ ŎƭƛŎƪ ƻƴ ǘƘŜ άwŜǎƻǳǊŎŜέ ōǳǘǘƻƴΣ ǘƘŜ ǿƛƴŘƻǿ ǿƛƭƭ ƻǇŜƴ ŦƻǊ ȅƻǳ ǘƻ ŜƛǘƘŜǊ ǎŜƭŜŎǘ 
ŀƴ ŜȄƛǎǘƛƴƎ ǊŜǎƻǳǊŎŜ ǎŜǘ ƻǊ ŀŘŘ ŀ ƴŜǿ ƻƴŜΣ ŎƭƛŎƪ ƻƴ ά!ŘŘ wŜǎƻǳǊŎŜ {Ŝǘέ ǘƻ ŀŘŘ ƻƴŜΦ 



 

 

 

¢ƘŜ ǊŜǎƻǳǊŎŜ ǎŜǘ ǿƛƴŘƻǿ ƻǇŜƴǎΣ ŎƭƛŎƪ ƻƴ ά!ŘŘ wŜǎƻǳǊŎŜέΣ ŀƴƻǘƘŜǊ ǿƛƴŘƻǿ ǿƛƭƭ ƻǇŜƴ ŦƻǊ ȅƻǳ ǘƻ 
enter the name of the folders/files or browse on the host to select them.   



 

 

 

User: defines a user or set of users that will access the resources set on the previous attribute. 

¢ƻ ŀŘŘ ŀ ǳǎŜǊ ŎƭƛŎƪ ƻƴ ǘƘŜ ά¦ǎŜǊέ ōǳǘǘƻƴΣ ŀ ǿƛƴŘƻǿ ǿƛƭƭ ƻǇŜƴ ŦƻǊ ȅƻǳ ǘƻ ŜƛǘƘŜǊ ǎŜƭŜŎǘ ŀƴ ŜȄƛǎǘƛƴƎ 
ǳǎŜǊ ǎŜǘ ƻǊ ŀŘŘ ŀ ƴŜǿ ƻƴŜΣ ŎƭƛŎƪ ƻƴ ά!ŘŘ ¦ǎŜǊ {Ŝǘέ ǘƻ ŀŘŘ ƻƴŜΦ  



 

 

 

 

The user set window opens, and you can either cƭƛŎƪ ƻƴ ά!ŘŘ ¦ǎŜǊέ ƻǊ ά.ǊƻǿǎŜ ¦ǎŜǊέΣ ƛƴ ŜƛǘƘŜǊ 
case, a second window will open for you to enter the user name info or browse for it on the 
host.  



 

 

 

Processes: it is called to a set of processes executables that will be accessing the data 
protected by the GuardPoint and if applicable specific resources configured.  

¢ƻ ŀŘŘ ŀ ǇǊƻŎŜǎǎ ŎƭƛŎƪ ƻƴ ǘƘŜ άtǊƻŎŜǎǎέ ōǳǘǘƻƴΣ ŀ ǿƛƴŘƻǿ ǿƛƭƭ ƻǇŜƴ ŦƻǊ ȅƻǳ ǘƻ ȅƻǳ ǘƻ ŜƛǘƘŜǊ 
ǎŜƭŜŎǘ ŀƴ ŜȄƛǎǘƛƴƎ ǇǊƻŎŜǎǎ ǎŜǘ ƻǊ ŀŘŘ ŀ ƴŜǿ ƻƴŜΣ ŎƭƛŎƪ ƻƴ ά!ŘŘ tǊƻŎŜǎǎ {Ŝǘέ ǘƻ ŀŘŘ ƻƴŜΦ  

 



 

 

 

The process ǎŜǘ ǿƛƴŘƻǿ ƻǇŜƴǎΣ ŀƴŘ ȅƻǳ Ŏŀƴ ŜƛǘƘŜǊ ŎƭƛŎƪ ƻƴ ά!ŘŘ tǊƻŎŜǎǎέ ƻǊ ά.ǊƻǿǎŜέΣ ƛƴ ŜƛǘƘŜǊ 
case, a second window will open for you to enter the process name or browse for it on the 
host. 

 



 

 

 

 

When (Time): it defines a constraint for weekday, time and calendar date, a combination of 
these is possible too.   

¢ƻ ŀŘŘ ŀ ǇǊƻŎŜǎǎ ŎƭƛŎƪ ƻƴ ǘƘŜ ά²ƘŜƴέ ōǳǘǘƻƴΣ ŀ ǿƛƴŘƻǿ ǿƛƭƭ ƻǇŜƴ ŦƻǊ ȅƻǳ ǘƻ ȅƻǳ ǘƻ ŜƛǘƘŜǊ 
ǎŜƭŜŎǘ ŀƴ ŜȄƛǎǘƛƴƎ ǘƛƳŜ ǎŜǘ ƻǊ ŀŘŘ ŀ ƴŜǿ ƻƴŜΣ ŎƭƛŎƪ ƻƴ ά!ŘŘ ¢ƛƳŜ {Ŝǘέ ǘƻ ŀŘŘ ƻƴŜΦ  



 

 

 

The process set window opens, click on ά!ŘŘ ¢ƛƳŜ hōƧŜŎǘέ ǘƻ ŎƘƻƻǎŜ ǎǇŜŎƛŦƛŎ Řŀǘŀ ŀƴŘ ǘƛƳŜ 
options. 

 



 

 

 

Action: ŀƴ ά!Ŏǘƛƻƴέ ƛǎ ŀƴ ŀǘǘŜƳǇǘ ǘƻ ŀŎŎŜǎǎ ǘƘŜ ǇǊƻǘŜŎǘŜŘ Řŀǘŀ ƛƴ ŀ ŎŜǊǘŀƛƴ ǿŀȅΣ 9ȄŀƳǇƭŜǎ Ŏŀƴ 
ōŜ ǊŜŀŘΣ ǿǊƛǘŜΣ ŘŜƭŜǘŜΣ ŜǘŎΦ LŦ ƴƻ ŀŎǘƛƻƴ ƛǎ ǎǇŜŎƛŦƛŜŘ άŀƭƭψƻǇǎέ ƛǎ ƛƳǇƭƛŎƛǘƭȅ ŜƴŀōƭŜŘΦ 

/ƭƛŎƪ ƻƴ ά!Ŏǘƛƻƴέ ǘƻ ŘƛǎǇƭŀȅ ǘƘŜ ƭƛǎǘ ƻŦ ŀǾŀƛƭŀōƭŜ ŀŎǘƛƻƴǎΦ ¢ƻƎƎƭŜ ōŜǘǿŜŜƴ ƭŜŦǘ ŀƴŘ ǊƛƎƘǘ ǘƻ ŜƴŀōƭŜ 
them. 



 

 

 

All available actions will be reviewed now: 



 

 

 



 

 

 

Effect: ŀŦǘŜǊ ǇǊŜǾƛƻǳǎ ŎƻƴŘƛǘƛƻƴǎ ƘŀǾŜ ōŜŜƴ ŘŜŦƛƴŜŘΣ ŀƴ ά9ŦŦŜŎǘέ Ƴǳǎǘ ōŜ ŀǇǇƭƛŜŘ ǘƻ ǘƘŜ ǊǳƭŜΦ 
Below is the explanation of each: 

¶ 5ŜƴȅΥ ŘŜƴƛŜǎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǊŜǎƻǳǊŎŜΣ Ŏŀƴƴƻǘ ōŜ ǳǎŜŘ ŀƭƻƴƎ ǿƛǘƘ άǇŜǊƳƛǘέ ƛƴ ŀ ǎƛƴƎƭŜ ǊǳƭŜΦ 

¶ tŜǊƳƛǘΥ ƎǊŀƴǘǎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ǊŜǎƻǳǊŎŜΣ Ŏŀƴƴƻǘ ōŜ ǳǎŜŘ ŀƭƻƴƎ ǿƛǘƘ άŘŜƴȅέ ƛƴ ŀ ǎƛƴƎƭŜ ǊǳƭŜΦ 

¶ !ǳŘƛǘΥ ǳǎŜŘ ƛƴ ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ άǇŜǊƳƛǘέ ƻǊ άŘŜƴȅέΣ ƛǘ ƎŜƴŜrates logs on the rule applied to 
track the resource being accessed, who is accessing it, and other statistical information. 

bƻǘŜ ǘƘŀǘ άŀǇǇƭȅψƪŜȅέ ƛǎ ƭƛǎǘŜŘ ōǳǘ ƴƻǘ ŜȄǇƭŀƛƴŜŘ ƘŜǊŜΣ ǘƘƛǎ ŜŦŦŜŎǘ ǿƛƭƭ ōŜ ŎƻǾŜǊŜŘ ƻƴ ǘƘŜ 
ά9ƴŎǊȅǇǘƛƻƴέ ǎŜŎǘƛƻƴΦ 

/ƭƛŎƪ ƻƴ ά9ŦŦŜŎǘέ to display the list of available effects, toggle between left and right to enable 
them. 

 

After all criteria on the rule has been defined, you can use the buttons to add/replace a rule. 
There are other buttons to edit, remove or change the order of existing rules. Below the list of 
buttons and a brief summary of each: 



 

 

¶ Add: adds a rule using the rules attributes entered in the previous section. It can also 
ŎƻǇȅ ŀ ǊǳƭŜ ƛŦ ŎǳǊǎƻǊ ƛǎ ǇƻǎƛǘƛƻƴŜŘ ƛƴ ǘƘŜ ǊŜǎǇŜŎǘƛǾŜ Ǌƻǿ ǿƘŜƴ ƘƛǘǘƛƴƎ ǘƘŜ άŀŘŘέ ōǳǘǘƻƴΦ 

¶ Replace: replace settings of a selected rule using the attributes currently entered in the 
composer. 

¶ Edit: opens the selected rule for editing, its settings are displayed in the composer. 

¶ Reset: Clears the attributes on the composer. 

¶ Remove: remove the selected rule. 

¶ Up: moves the selected rule up the list, giving it higher precedence. 

¶ Down: moves the selected down the list, giving it less precedence. 

Note: these have same functionality on all three tabs. 

 

 

After all rules have been added/edited, you can save, undo or execute other operations to the 
policy. Please review the policy tool bar along with a description of each button next: 

 



 

 

 

At this point your policy to restrict access should be complete. Next section will describe 
GuardPoints and their role in VDS. 

Á System locks 

άC{ !ƎŜƴǘ [ƻŎƪŜŘέ ŀƴŘ ά{ȅǎǘŜƳ [ƻŎƪŜŘέ ŀǊŜ ǘǿƻ ŀŘŘƛǘƛƻƴŀƭ ŀŎŎŜǎǎ ŎƻƴǘǊƻƭ ƳŜǘƘƻŘǎ ŀǾŀƛƭŀōƭŜ 
ǳƴŘŜǊ ǘƘŜ άƎŜƴŜǊŀƭέ ǘŀō ƻƴ ǘƘŜ Ƙƻǎǘ ƳŜƴǳΣ ǘƘŜȅ ŀǊŜ ǳǎŜŘ ǘƻ ǇǊƻǘŜŎǘ ǘƘŜ CƛƭŜ {ȅǎǘŜƳ !ƎŜƴǘ ŀƴŘ 
certain system files. These options are not explored on this document since custom access 
control is recommended, however you might want to read more information about if on the 
latest VDS user guide or the Vormetric support portal. 

https://help.vormetric.com/home


 

 

 

ü GuardPoints 

GuardPoints play an important role in the policy implementation process. A GuardPoint is a 
designated directory (folder) where policies are applied, this means that a GuardPoint is defined to 
monitor folder/files activity. A GuardPoint must be defined along with an existing policy 
(previously created), which means that this directory and/or files in it must be given explicit 
permission (in the policy) to be accessed (read, write, etc). Every time an attempt is made to 
access the data monitored by the GuardPoint, security rules configured on the policy (associated 
to the GuardPoint) are executed. 

 

To create a GuardPoint go to Hosts>Hosts, select a host inside the domain by clicking in its name 
(hyperlink).  

 



 

 

 

 

hƴŎŜ ȅƻǳ ŀǊŜ ƛƴ ǘƘŜ Ƙƻǎǘ ƳŜƴǳ ƳƻǾŜ ǘƻ ǘƘŜ άDǳŀǊŘ C{έ ǘŀōΣ ǘƘƛǎ menu also displays existing 
GuardPoints. 

   

/ƭƛŎƪ ƻƴ άDǳŀǊŘέ ǘƻ ŀŘŘ ŀ ƴŜǿ DǳŀǊŘǇƻƛƴǘΦ bƻǿ ǎǇŜŎƛŦȅ ǘƘŜ ǇƻƭƛŎȅ ǘƻ ōŜ ǳǎŜŘΣ ŀƭǿŀȅǎ ǳǎŜ ŎƘƻƻǎŜ 
ǘƘŜ ά!ǳǘƻ DǳŀǊŘέ ƻǇǘƛƻƴ ǳƴƭŜǎǎ ȅƻǳ Ǉƭŀƴ ǘƻ ŀǇǇƭȅ ǘƘŜ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ǘƻ ǘƘŜ Ƙƻǎǘ ƭŀǘŜǊ ƻƴ όaŀƴǳŀƭ 
Guard). In the next ŦƛŜƭŘ ŎŀƭƭŜŘ άtŀǘƘέ ȅƻǳ Ŏŀƴ ǎǇŜŎƛŦȅ ǘƘŜ ŘƛǊŜŎǘƻǊȅ ƻǊ ōǊƻǿǎŜ ƛǘ ƻƴ ǘƘŜ ǊŜǎǇŜŎǘƛǾŜ 
host. 












