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Summary

More and more virtualization customers are starting to move their workloads into the public cloud
infrastructure to guarantee a smooth transition and generate reliability on the process, the
integrity and privacy of the data at rest must be ensured

This can be achieved @ncryping the@A NJidzl £ YI OKAYy SaQ RIGIF® | y2(KS
the keys to generate the encryption services, as well as the administration of polices, nowadays

these processes are expected to be owned by the customer anthaatioud service provider

(Softlayer), this allows a mulignant environment where each tenant is segregated while each

customer controls how its encrypted data behaves. The core objective of this whitepaper is to

allow readers understand how data at tés encrypted on a VMware infrastructure rendered in

the Softlayer cloud. Please be aware that not all elements in the Vormetric Data Security (VDS)
solution are listed on this document, focus of this material is to introduce the main components

and showhow basic encryption functionality is achieved.

There are a number of products that provide similaargrar encryption services for different

(virtual) environmentsBased on some previous SCE work by IBM, we've decided to document the
solution they usedvhich is Vormetric. Other solutions may be documented and will be added as
needed.



Definition of Encryption

Before looking at the Vormetric solution works it is recommended to understand some
fundamental concepts about what encryption, this section ighlight these.

Encryption is at its most basic level is a way to protect information so that only persons with the
proper key can make use of it. It's a critical tool for protecting information from hackers,
corporate espionage, etc. There are threims$he world that try to obtain data for various
unauthorized uses (by stealing it where it resides or when it is in transit and encryption of
information prevents this misuse).

Encryption Basics

There are two types of encryption generally, symmetrid asymmetric. Symmetric means that
the same key is used for encrypting the information as is used for decrypting the information.
Plaintext is encrypted with a key to create the ciphertext (which is then protected) then the
ciphertext is decrypted with theame key to reproduce the plaintext. If information is shared
between two parties that is encrypted, both need to share the key to encrypt or decrypt the
information. This is most useful for file or disk encryption.

Plaintext | EMEYPL— cinhortext

Key

Ciphertext | DEEVPE—> pjgintext

Key



With asymmetric encryption # information is encrypted with one key and decrypted with

another (the best example of this is public key systems where user 1 is sending file to user 2 he
encrypts it with user 2's public key but only user 2 can decrypt it with his private key. User 2 c

give his public key to anyone to encrypt files for him but as long as he keeps his secret key a secret
only he will be able to decrypt the file.

Plaintext — > EREYPt | — Ciphertext — | DECYPL — > Plaintext

Public Key Private Key

This is very useful if one is establishing a secure network connection as the server can send its
public key to encrypt the session that only the server can decilykgwise, the user's system can
send the server its public key so the server can encrypt the session to the user but only the user
system will be able to decrypt it. It's also useful for infation like files you have to send another
person via email or other communications channel.

(N.B.: digital signature systems work similarly but the keys are reversed so that only a user can
encrypt his signature with his private key but anyone daarypt it with the user's public key)..

Today the most common symmetric encryption standard is the Advanced Encryption Standard
(AES). It is endorsed by the National Institute of Standards and Technology (NIST). The main
variants are based on key lengtlithv128, 192 and 256 bits most common (the more bits, the
more secure but it requires more computing resource).

For encrypting with asymmetric encryption, RSA, Secure Shid)l 8 Secure Sockets Layer (SSL)
are the most common means of encryption. Thereat recommendation for keys (Public/Private
Keys and Certificates) is to use a minimum key length of 2048 bits to insure security. Encryption of
information in transit using things such as SSH, SSL, Virtual Private Networks/IPSEC, etc., are
covered in oher white papers of this series.



Common Uses for Encryption

Data at rest can be encrypted in a number of ways. First, individuals can encrypt their own files
with tools such as crypt or one of its variants, PGP, ZIP file encryption and such. This require
effort on the individual user to do this and it also requires the user to remember the key. If the
user forgets the key the information will never be retrievable.

System adminstrators can encrypt the whole disk using tools likergpt, truecrypt, PGRnd

others. When the system boots, the operating systems tries to decrypt the disk partition by asking
for a key from the administrator. This kind of encryption is great if one is worried about a person
stealing the hard drive as without the key, the paoim is useless as all information is encrypted.

To theusers of thesystem all the information looks likes unencrypted andhe files and data are
readable to all users on the system.

There is a third option for data at rest which is one where alfilles are individually encrypted

per user. The system intercepts all file accesses and encrypts or decrypts the file depending on if
it's being written or read respectively. This system uses a separate key administrator to manage
the keys. This system dopsotect information from other users on the same system such that

user 1 sees all his information as virtually unencrypted but it looks encrypted to any other user on
the system that the user does not authorize access to the file. The Vormetric encrgptigion

we describe in this whitepaper is an example of this type of tool, we will review all details about it
on section by the same name.

As mentioned above, encryption of data in transit through either secure connections (using IPSEC,
SSL, etc.) orld transfer (using tools such as sftp) are covered in other whitepapers of this series.

The Vormetric encryption solution

Vormetric Data Security is a comprehensive solution for key management, encryption, and access
control for data at rest across digiuted systemslt usesa software agent and central keystare
policy servethat provides single and central management.

Encrypting the file system with an agent and key server combination is a way to secure data at rest
and to provide assurance thatlwrs can't access the data. This type of architecture also allows
for a centralized key management and encryption policy.

The Vormetric Encryption solution is comprised of two components: the Vormetric Data Security
Manager appliance and Vormetric Enciigpt Agent softwareThese are complementary and
provide flexibility, scalability and logical separation of functions for easier administration.

Vormetric Data Security Manager

The Vormetric Data Security ManadBxSM) provides key management, policy ngeraent and
event log functions centrally managed on a cluster that relays high availability and scalability to
Vormetric Encryption Expert Agents. The Data Security Manager is a Hardware Security Module



(HSM) that provides console access for key managemmahencryption administration. The DSM
is available as either a virtual or physical appliance.

Note: this document focuses on the virtual appliance as its purpose is to show the cloud
implementation of a VMware environment.

Vormetric Encryption Agensoftware

The Vormetric Encryption Expert Agent consists of a piece of software that resides above the file
system logical volume layers.

The agent evaluateany attempt to access the protected data and apply-poafigured policies to
either allow or dely such attempts. The Security Server encryption engine encrypts just the file
contents, and leaves the file metadata intact, that is, you do not have to decrypt an encrypted file
to see its name, timestamps, file type, etc.

The agents perform the encryption, decryption, and access control locally on the system that is
accessing the data at rest in storage. This enables encryption to be distributed within the data
center and out to remote sites, while being centrally managedive Data Security Manager
cluster.

Vormetric Encryption Expert Agents are installed on each computer system where data requires
protection.

Web Based Management

e e e
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Note: this document does not cover the implementation of a redundant DSM, the purpose is to
cover how thesolution works in the cloud (Softlayer) environment.

Setting up Vormetric encryption using the VMware @ Softlayer environment

This section is divided in various topics that will show all phases to achieve implementation:

T

1
il
il

Before you begin
DSM CLI initialet-up
DSM GUI (Web console) sep and administration

Installation of Vormetric Encryption Agent Software

Before you begin

Now that you decided to install VDS on your environment, there are some important points/steps
on the below checklist, although theye not explored in detail, they are needed (assumed)
before you go to the next section.

1.

2.

4.

+AaArld £ 2 NSl MIwvODEetrit.dord)3o contact the support/sales team and
get information on how to get the 8M, agent software and license.

+AaArld {2 7T hth:AneS ddayer. dalin/AdScontact the support/sales team and
get information on how to setip your environment, typically will require one Bare metal
sewer.

Configure your environment to enable and/or allow IP traffic between the DSM and the
agents. DSM management via web console or CLI will most likely require you to go into the
Softlayer VPNh{tp://vpn.softlayer.com/).

+AaAld £2N¥YS i NhDYaelpvozhdids. ddd) fol BRQ$Ifdruims, 6



http://www.vormetric.com/
http://www.softlayer.com/
http://vpn.softlayer.com/
https://help.vormetric.com/

knowledgebase and download official documentation.
DSM CLlI initial setp

To gain access to tH@SMdevice you can eitharse the public IP address or the private IP address
(logged into the Softlayer VPN) provided by SL, however it is recommended to disable access via
public addressing for security reasons, since this is for demo purposes the public IP is enabled.

By defaul the following credentials can be used:
User:cliadmin
Passwordcliadmin123

Welcome to the Vormetric Data Security Managerffon your.name.here.com

your login: cliadmin

Password:

Please change the password from the default password.
Enter new password

Please be advised that ethO port comes with default IP address 192.168.10.1 for management on
GKS alyYS adzoySik[!bX odzi GKAA @2y QtherefoleisOK & A (0 K
disregarded. After you logged in you will be prompted to change the default passileake be

advised that no specific IP addresses are disclosed on the document for security reasons.

Take into consideration that the management IP addressdcbe required, usually when no

network parameters were added to the configuratidhthis is the case a console access

simulation is needed, this is also called remote KVM (keyboard video mouse) and can be accessed
using thelPMI portalwith credentials available (on thgoftlayer portal  dzy RSNJ awSY2 3G S a



http://knowledgelayer.softlayer.com/procedure/download-ipmiview
https://control.softlayer.com/

Device Details

dsmvormetric.cil.ibm.local

PubliciP: 184.1 23 (Dalias 6
Private IP: 10.1 5438
Remote Mgmt
IPMI Status Management IP User Password Server Management Options
on 12054358 root Show | Reboot | Fower
Connection Detalls
Command S
To access your server via the console or web initiate 3 SSL VPN connection via
ft sofiayer.c Power Off
il Power On
Sensor Reading Units daniiicade
‘ Add “ Replace { { Edit ‘1 Reset |‘ Remove ’ | Up ’] Down }
No. Resource User Process

If required, networking settings can be defined using the falhgicommands followed by a
description:

$ network (navigates to the network configuration mode)

AAB1 :networkd ip address add
{ipaddress> fAddress-netmaskbits (18.1.1.1-16)

AA81 :networkd ip address add ~
{ipaddress> fAddress/netmaskbits (18.1.1.1-16)

BAB1 :networkd ip address add 18.:75.43. "+26 dev eth
ethl ethl interface
ethB ethB interface

AAB1 :networki ip address add 18.°7°.43." 7,26 dev eth@

WARNING: Changing network ip address requires server software to be restarted.
Continue? (yesinolinol:yes

SUCCESS: add ip address. Please restart server software to pick up the changes.
882 :networkd ip address add 184..72.123..7 329 dev ethil

WARNING: Changing network ip address requires server software to be restarted.
Continue? (yesinollnol:yes

SUCCESS: add ip address. Please restart server szoftware to pick up the changes.
8883 networky _

$ ip address add xxx.xxx.xxx.xxx/zz dev effitzassigns an IP address to an interface [where
XXX.XXX.XXX. XXX IS the |P address for the DSM, zz is thelprgfik{mask} and? is 0 or 1
respectively])

$ ip route add default table main.table via xxx.xxx.xxx.x¢oteates a default routenhere



XXX XXX.XXX. XXX IS the ip address for the default gateway])

$ ip address showishows the settings for each interface)

$ ip route show(shows the route settings for each interface)

$ ip address delete 192.168.10.1/16 dev etfr@moves the default configuration on EthO
mentioned earlier)

$ dns dnsl xxx.xxx.xxx.xXgets the primary DNS server [where XxXx.XXX.XXX.Xxx ip tedress
for dns server 1))

$ dns dns2 xxx.xxx.xxx.xXgets the secondary DNS server [where xxx.Xxx.Xxx.xXxx is the ip address
for dns server 2])

$ dns show(shows DNS settings)

DNS servers are not available on the portal, they should be definediimccto the project and/or
thru Softlayer support.

Some commands when entered require a restart on the server. The command to reboot is shown
later as it is recommended to reboot when initial gt is complete.

After adding proper network command$ould enable both private and public management
access.

Note: use theb upcommand to return to the main menu on any of the configuration modes /
contexts.

To configure NTP server, time zone, date and time, use these commands:

$ maintenance(navigatesto the maintenance commandsmenu)



)8:vormetric$ maintenance
:maintenance$ ntpdate

delete off on show sync
0009:maintenance$ ntpdate

ntpdate {sync | add SERVER_ADDRESS | delete SERVER_ADDRESS | on | off | show }
E ma1ntenancer ntpdate sync
ntpdate SUCCES
Gﬂll:maintenancei ntpdate show
Total ntpdate server number : 1

ntpdate server [1] : time.service.softlayer.com

ntpdate is on
ntpdate SUCCESS
0012:maintenance$ gt

0012:maintenance$ gmttimezone show
Timezone is set to : America/Los_Angeles
Show timezone SUCCESS

0013:maintenance§ JJ

$ ntpdate show (shows current NTPsettings)

$ ntpdate add xxx.xxx.xxx.xxXaddsa nrew NTPserver ¢ repeat for each NTP to be added

$ ntpdate on (enableshe NTPserver connection)

$ ntpdate sync(forcesNTP server synchronization)

$ gmttimezoneshow (shows current timezone settings)

$gmttimezone list(shows the list of timezones available)

$ gmttimezoneset<COUNTRY/CITY> (set regional parameters for GMT[ette COUNTRYand CITY
can be defined chosen based on gt command shown above.])

$ date (defines system date)

$time (sets system timge

To configure the hostname and generate the DSM certificate authority use these commands:

$ system(navigates to the system cbiguration mode)

$setinfoshowd a K2 ga OdzNNBy (i aSidAy3as gKSNB RSTLF dz

K 2



0001:system§ setinfo show
hostname = LahD;M

0000-00259086AD68
fer1a1 number = HHHABUSU.JH
part number = 30-1010005-01
uptime = 13:45:34 up 12 days, 23:49, 1 user, load average: 0.00, 0.00, 0.00
sh banner = Welcome to the Vormetric Data Security Manager.

$ setinfo hosthame <host namégshows the host parameters including name and uptime[Where host
name is the qualified name for the D3drver])

$ securitygenca(creates the CA signer certificate)

System will ask you to verify the hostname and will prompt the following questions

What s the name of your organizational unit? [J:
What s the name of your organization?[]:
What s the name of your Aty or Locality?[]:
What s the name of your Sate or Province?[]:
What is your two-letter country code?[US:

(this will take afew minutesto complete)

0020:system$ security genca

WARNING: A1l Agents and Peer node certificates will need to be re-signed after CA and
server certificate regenerated, and the security server software w111 be restarted aut
omatically!

Continue? (yes|no)[no]:yes

This computer may have multiple IP addresses. All the agents will have to connect to 5
ecurity Server using same IP.

Enter the host name of this computer. This will be used by Agents to talk to this Secu
rity Sserver.

This Security Server host name[LabDsM]:

Please enter the following information_ for key and certificate generation.

what is the name of your organizational unit? []:IBM

what is the name of your organization? []:IBM

what is the name of your City or Locality? []:

what is the name of your State or Province? []:

What is your two-letter country code? [US]:

Regenerating the CA and server certificates now...

Please wait

It is also possible to add console users or modifying existing ones, you tais g using these
commands:

$ user(navigates to the user commands menu)



$ add<user name> (add new user [when prompted, enter an appropriate password with the below
conditions, repeat for each new user added])

) 52Sa y20 KIFgS NBLISFIGAYy3I OKIF NI OGSNEH

w Uses at least 1 upper and 1 lower case character

w rasSa Fd t£tSFrad m aLISOAFf OKIF NI OGSNJ

$ modify USERNAME pass\ehanges user password [where USERNAME is used to specify the
account whose password will be changed])

As last step, generatine DSV Cetificate Authority by entering the above command to restart the
software and then execute the below command to restart the whole system and apply most of
changes.

$ system(navigates to the system configuration mode)

$ reboot (reboots the DSM)

At thispoint remote and web GUI should be working fine. Please go to the next section to review the
web console and its respective configuration.

DSM GUI (Web console) sep and administration

Basic setup

The administration of the Vormetric components is éahru the management console (web GUI), a
new session can be established by accesing the browser and enter the hostname (if configured in DNS)
or the IP over HTTPS on port 8445.

Examplehttps://hostname:8445or https://x.x.x.x:8445



https://hostname:8445/
https://x.x.x.x:8445/

J f tabbsm-vo x |

€ > C A |3baps//1841. 1232 :8445/app/login?l
i Apps

1¥ Vormetric Data Security Management Console Login

Login

Password

To log into the GUI use Loginaminand password aadmin123

Upon successful login in the GUI it is recommended to verify the license status, if the window
RAALI & G[ AQSYAGKEAEBOFFAaSTENAS Ydzad o6S dzLJ 2
or can be found aBystem > License

\//ormetric

e e e

B Upload License File

License File Choose File |No file chosen




Users and domains

The next step is to create an administrative domain, this provides logical segmentation of
administrators, hosts, keys and podisi By default the DSM allows one domain to be created and
FRYAYA&aGdSNBR® D2 (G2 GKS a52YFAyé (GFo G2 3ISYSN.

F_-r; Manage Domains

‘

« Domain created successfully

Hide Search

Domain Name Contains —

Total Domains: 1

E‘Pagelofl 1] [=] =] 1]

Description
VMware@Softlayer

E‘Pagelofl 1] [=] =] =]

W select Al View

Selacted Hame Domain Administrator Assignment

VMwareAtS| No enabled administrator is assigned to this domain
] [oee]

Now, you should know there are different types of user profiles that define various functions:

System Administrator who createsisers and domains, but cannot enter a domain.
Domain Administrator who assigns other users to individual domains.

Security Administrator who creates the hosts, keys, and policies that provide Encryption Agent
protection.

All: a conglomerate of the othethree types.

¢ RSadmif (GONNBy Gf e f233SR Ayo0v dzaSNI A& (
R2YFAY A& ONBFGSR FRYAYAAUNXdA2y 2F GKS atkyYS ¢
create respective users. Then assign the dionaaministrator user to the domain.



Add Administrator

* Login

Description

RSA User ID

* Password

* Confirm Password

User Type

‘jpmnnge

‘DDIT.E‘.:'LZ'L admini=strator

EEEEE R R

EEEEE R R

|Dumain Administrator v

| General || Assign Admin || License |

Selected

Domain Name
jpmonge




Role/Task | Add domain | Add admin Assign ad.mlr AUd_'t/HOSt/
to domain | Policy/Key
System )
y - Yes Yes First only No
Administrator
Domain
m.al. No No Yes No
Administrator
Securi
u. |_ty No No No Yes
Administrator
Domain and
Security No No Yes Yes
Administrator
All Yes Yes Yes Yes

Note: fortestingpurposes @ A y 3 f Ble dser wfis&reated, so this user will be used from here on
out, however security best practices do recommend different users with different
functions/credentials ar@eeded.

When completing the creation of these, log out and log back in using proper credentials, then go to
GKS R2YIlI AYy @ASHightoBomalsd SOGAY I 6

E®  Switch Domains

» Successfully switched to domain VMwareAtSl.

Switch to domain

Selected Domain Description

VMwareAts! VMware@sL
Switch to domain




Hosts

Hosts are the actual computer systems that run the Vormetric Encryption Agent soffir&ystem
Agent).
Remember to add hosts to the DSM before you install the agent software. This makes certificate

exchange and host registration quicker and easier. Once installed, define the individual hosts to be
protected, host groups can also be ated for easier administration.

¢tKS aKz2ad ylrYSé Aa GKS GSEG GKIFG gAtt ARSyGATE
will be used to identify the host during the agent software installation. Enter the IP number, host
name or FQDN.

For the options reviewed above, take into consideration these possibilities:
91 If FQDN is used, make sure the DNS is running and configured on the DSM.

1 If host name , use the host CLI command to link IP numbers with host names or edit
letc/hostsdirectly.

T FIPnwoSNE OSNATE GKFG Lt FRRNBaaAy3d Aa Syl of S
select an IP address during agent software installation

Go toHosts*Addto add a hosttothe systema. I { S adzZNB awS3IAAGNI GA2y ¢t 2
allow to thehost to be registered (when installing the File System Agent).

[E] Add Host

:
E

"Host Namw iG.1 &.1°8.172
Pagsword Creation Method
Automakically Assign fo 8 Server
Dascriphion Hindows Test Clientc
Registration Allowed Agents ¥ £S5
License Type PERPETLIAL *

g GKAA LRAYG A0 Aa NBIdzANBR G2 A ynatdlationfof G KS | 38
Vormetric Encryption Agent Softwagesection for detailed instructions on how to complete
AvyalslttlrdAazy FT2N 623K 2AyR26a YR [AyYydzE h{Z (K¢
configuration.

LINELISNI @8 NBIAAGSNBR | $ROKSY 85 RININE
f AOA { o)

' FGSNI K2ad A ]
Sa 2 S F LJLI 2

&
oyl 6t SR¢ OKSOl102E (2 lfft2g LR



Host Name Contains | Agent Type
W select Al View
FS Agent
Select 0S5 Type Host Name Reg. Comm. License Type Pushing Status Description
Allowed Enabled
E Linux 10.186.186.151 TERM Done Linux CentQS$ test client
(=] Windows 10.1°6.1 6.1° 2 TERM Done Windows test client

Encryption Keys

Keys are used to encrypt and decrypt data in the file system. Symmetric keys are based upon 3DES,
AES, and ARIA algorithms and are used to encrypt the d&aardPointsAsymmetric keys are based
upon the RSA algorithm and are used to encrypt the symmetric keys that are placed in Backup Agent
backups (not covered on this document). The previous means that encryption on the file system data
usesonly symmetrit S&@a | YRk2NJ 464KS RSFlLdzZ & daeaidisSy 1Se& OFf
explained in a later section.

1 Creation of symmetric keys

Go toSelectKeys>Vormetric Agent Keys>Key¢ R KA G GKS a! RRE odzidzy ¢
GadYYSGNROE (Gl o o0& RSTLdzZ Go

| Symmetric || Asymmetric |

“MNarme
Description
Template [ Seleccione uno v
Algorithm |AES128 v
Key Type [Cached on Host ¥

Unigue to Host ]
Key Creation Method | Generate v

Expiry Date =




O9YGSNI I yIYS YR RSAONARLIIA2Y FT2NJ 6KS 1S8@8x ac¢S
using predefined values. Select the algprithm type, each type is accompanied by a different Ie\\/‘el
2T SYONRBLIIAZ2Y® bSEG g 20 2F AKRfaRIEE 00 ag|AStet ¢RI ISSE Lyl

Key Type:two options are available:

1 Stored on Server: keys are downloaded to fpansistent memory (volatile) on the
host. Each time the key is needed, the host retrieves the key from the Security Server
(DSM).

1 Cached omHost: keys are downloaded kept in persistent memory on the host. The
cached keys are used when there is no network connection between the host and DSM.
Other hosts using the same encryption key can access encrypted data on other hosts
with the same key
TheUniqueto HostOK S O1 62E A& RAaLX I &SR 6KSy da/ | OKSR
host encryption key is downloaded to the host and stored in an encrypted manner using the
host password, this way only one machine is able to access the data.
Lastfield2 06S RSFAYSR Aa aYSe /NBFiAz2y aStiK2R¢:X
RSTlIdzZ Ga (G2 aDSYSNI(GS¢ 6KSNBE NIyR2Y aSSRa
file import. This optioned is not further explored as it requires components caisidhe
scope of this document, please review the additional resources and references section on this
material for more information.

Policies

Policies are created by the security administrator to allow or deny access to specific directories called
GuardPmts, a policy is a set of rules that must be satisfied before users can access the protected
folder/file.

Policies can control different criteria, for example: data being accesed (folders and/or files), users
accesing the data, applications (processe®ceating the data, etc. Policies provide two different
functions: access control and encryption, these are bonded thriGhardPoint These concepts will
be explored in detail now.

To better understand policies, this section will be divided in three ®pic
1. Access control
2. Guardpoints
3. Encryption

U Access control

VDS allows you to control access to folders and/or files using different filters. These policies sit on
top of the OS creating another layer of security, which can provide granular control over a

directory/file. However policies cannot override or revoke Q LINA @f A 3Sa 'y R aSOd

an important point to consider to plan your policies accordingly and get the most of VDS.



A v v oA

t2f AOASa INB AYLI SYSYGSR GKNMHz 'y SY0OSRRSR WI @
Policies>Manage Policigs K Sy Of A 01 2y (GKS da! RR hyfAyS t2f A
configured and browser activeX controls are enabled, check the latest VDS user guide or visit the
support portalfor more information.

The policy composer consists of three tabs:

U Security Rules

U Key Selection Rules

U Data Transformation Rules

YSe {StSOGA2Yy wdzZ Sa oAttt 0S O2OSNBR Ay GKS a9
covered in this document.

Security rules

Security ules specify the conditions/filters upon which to apply the rule and whether or not to
allow or deny access. To deploy a new rule access the Policy Composer, navigator will take you to
the Security Rules tab by default.

The top portion shows the rule atbutes, which is where you define conditions/filters that must

be met for the current rule to take place. Rules are entered one at a time in sequential order. The
below portion shows the list of rules added to policy so far, each with its own properties,you

INBE R2yS RSTAYyAyYy3a O2yRAGAZ2Yya &2dz Oft AO] GKS a!
edited later if necessary using the edit buttons located in the middle.


https://help.vormetric.com/home

" Online Policy Composer - newpolicyl  Security Server-.
Policy Tools

Security Rules | Key Selection Rules | Data Transformation F‘.ule5|

Resource [] Exclude Allow Browsing
User [] Exclude

Process [] Exclude
When [ Exclude
Action

Effect

[] Learn Mode

[ Add ][ Replace ] [ Edit H Reset H Femove ] [ Lp ” Daown ]

M. Resource User Process

1 Security rules attributes

Resourceitt is a set of directories (foldershéd/or specific files to be protected, if none are

specified folders/files inside théuardPointare used.

¢2 RR I NBaz2dz2NOS Of A0] 2y (GKS awSaz2dz2NOSé¢ o0
A

~ A~ s

AiAy3 NBaz2dz2NOS &R w2 dANRD S {yNigé 20y2S 3 K



P o]

" Resource Set List @

Resource

encrypted

P
NOACESS

Add Resource Set

’ Properties ]
’ Remove ]
Resource Data:
value attribute subfolders

| Select || Ciose |

|
¢KS NBaz2dz2NODS aSi gAyR2g 2LISyas Ot A0l 2y da! RF
enter the name of the folders/files or browse on the host to select them.
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=} Add New Resource Set ) Resource Object @
Set Object

Resource Set: Resource Pattern
value attribute

Directory:

File:

Incude subfolders
Add Resource ] l Properties l [ Remave
’ Add & Mew ] ’ Add & Close ] ’ Close
’ oK ] ’ Cancel l

|
User:defines a user or set of users that will accdss resources set on the previous attribute.
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") User Set List [E5m]

Uzer

admin

ipmonge

root

watcher ’ Add User Set ]
’ Properties ]
’ Remave ]

User Data:

urame uid aqid aname osDomains

| sekct || Close |

The user set window opens, and you can eitfeicO] 2y a! RR ! aSNE 2NJ a.
case, a second window will open for you to enter the user name info or browse for it on the
host.



n Rules I Data Transformation Rules

"~ Browse Remote Users

Remote User

User Set List

T4 Add New User Set

Set
User Set:
uname uid gid
Remote Users:
uname gname osDomains
Add User Browse User Remaove
C ’ Add & Mew ] [ Add & Close ] [ Close ] [ Help ]

Processedt is called to a set of processes executables that will be accessing the data
protected by theGuardPointind if applicable specific resourcesnfigured
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aSt SOl Iy SEAaGAy3d LINRPOSaa aSi 2N I RR



", Process Set List

Process

notepad

Add Process Set

’ Properties ]
’ Remaowve ]
Process Data:
signature dir baseMame
[ Select ] ’ Cloze ]
Theprocesa S 6AYR2g6 2LISyas I yR
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case, a second window will open for you to enter the process name or browse for it on the

host.



A Add New Process Set
Set

) Process Object

=
Object

Process Set:

Signature

signature dir

Signature Set

Location

Browse

Directory:

BaseMame:

Add Process ] [

Add & New ] ’
Properties ] [ Remaove ]

Close

Add & Close ] ’

o J[om )

these is possible too.
¢2 I RR
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When (Time)it defines a constraint for weekday, time and calendar ¢ateombination of
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Ly § YS aSid 2NJIRR I+ yS§ 2y ¢



-

o Time Set List (=]
When
’ Add Time Set ]
’ Properties ]
’ Remove ]
Time Data:
WeekDay DayTime Date

| Select || Ciose |

The process set window opens, clickioh R R
options.
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4 Add Mew Time Set - Time Object
Set Object
Time Set:
A — - .
WeekDay DayTime e - -
Time: - D =
Date: - D =
Add & New ] ’ Add & Close ] ’ Close
Add Time Object ] [ Properties ] [ Remowe ]
[ OK ] [ Cancel ]



", Select Actions

Action
Actions to select Actions selected
f_rd - read file ki
f_wr - write file

f_wr_app - write file appending
f_cre - create file

f_ren - rename file

f_link - link file

f_rm - remove file

f_rd_att - read file atiribute
f_chg_att - change file attribute

f rd_sec -read file security
f_chg_sec - change file security
d_rd - read directory

d_ren - rename directory

d_mkdir - make directory

d_rmdir - remove directory
d_rd_att - read directory attribute
d_chg_att - change directory attribute
d_rd_sec - read directory security
d_chg_sec - change directory security
read - read operations

write - write operations

all_ops - all operations

key_op - key operations

Add ==

Remowe <<

Reset Cursor

[ o [ conc

All available actions will be reviewed now:



Action

Description

all_ops All operations. That is, any attempt to access the data in any way.
This is the default if no action is specified.

d chg att Change directory attributes (e.g., chown usr dirl).

d_chg_sec Pertains to attempts to change any security property of a Windows
folder, such as you would on the Security tab of the Properties
window.

d_mkdir Make a new directory (e.g., mkdir dirl dir2)tar

d rd View directory contents (e.g., 1s dir; ed dir).

d_rd_att Read the attributes of a directory (e.g., 1s -la dirl).

d_rd_sec Pertains to attempts to view the security properties of a Windows
folder, such as you would on the Security tab of the Properties
window.

d_ren Rename a directory (e.g., mv dirl dir2).

d_rmdir Delete a directory (e.g.. rm -r dirl).

f chg_att Change file attributes (e.g., chmod).

f chg_sec Pertains to attempts to change any security property of a Windows
file, such as you would on the Security tab of the Properties
window.

f cre Create a new file.

f link Linktoafile(e.g., ln file name link name).

frd Read a file.

f rd _sec Pertains to attempts to view the security properties of a Windows
file, such as you would on the Security tab of the Properties
window.

f ren Rename a file.

f rm Delete a file.

f wr Wnite to an existing file.

f wr_app Append data to a file.

key_op Key operations. This requires 2 keys. One key is specified in the
Key Selection Rules tab and the other in the Data Transformation
Rules tab. Key Selection keys are the encryption keys for the
current security rule. Data Transformation keys are used to migrate
data from an encrypted form to a non-encrypted form or to change
the encryption keys used to access the data. See “Defining a data
transformation rule™ on page 377 and *Data Transformation™ on
page 382,

read This method 1s a collection of the preceding methods that are
related to reading files, directories, and their attributes. This
method comprises f rd, f_rd_att. f rd_sec, d_rd. d_rd_attr, and
d_rd_sec.

write This method 1s a collection of the preceding methods that are

related to writing to files, directories, and their attributes. This
method comprises f_wr, f_cre, f ren, f_rm. f_link. f_chg_attr,
f chg_sec, d_ren, d_chg_att, d_chg_sec, d_mkdir, and

d rmdir.
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Below is the explnation of each:
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track the resource being accessed, who is accessing it, and other statistical information.
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/I £ A 01 2tfdisplayThe Bstliagailable effects, toggle between left and right to enable

them.

P

) Select Effects |23 |
Effect
Effects to select Effects selected
deny effect
permit
apply_key
audit
’ Add == ]
’ Remove< < ]
’ Reset Cursor ]
QK ] [ Cancel

After all criteria on the rule has been defined, you can use the buttons to add/replace a rule.
There are other buttons to edit, remove or change the ordegxa$ting rules. Below the list of
buttons and a brief summary of each:



1 Add: adds a rule using the rules attributes entered in the previous section. It can also

O2Lk | NMz S AT OdzNE2NJ A& LIRaiAldA2ySR Ay
1 Replacereplace settings of a selected rule using the attributes currently entered in the
COMpOoSer.

Edit: opens the selected rule for editing, its settings are displayed in the composer.
Reset: Clears the attributes on the composer.
Remove: remove the selectedle.

Up: moves the selected rule up the list, giving it higher precedence.

= =4 4 -4 -

Down: moves the selected down the list, giving it less precedence.
Note: these have same functionality on all three tabs.

’ Add H Replace ] ’ Edit ” Reset ” Remave ] ’ Up H Down ]

Mo, Resource Lser Process Action Effect

After all rules have been added/edited, you can sawvelo or execute other operations to the
policy. Please review the policy tool bar along with a description of each button next:

"4 Online Pelicy Composer - newpolicyl
= P policy.
Policy Teools

(- BIRERERT ] | | Allow Editing




Icon Tooltip Description

h} Exit Exits the Policy Composer. Appears on every tab.

New Policy Opens an empty Online Policy Compaser window in which to
configure a new policy. If vou had modified an existing policy, or
you started to configure security rules, the Policy Composer opens
a dialog box that asks if you want to save your work before
continuing.

(g

Save Policy Save the changes made to the policy. If this is a new policy, the

= Policy Composer opens a dizlog box that asks you to name the
policy. If this is an existing policy, yvou are prompted to add a
description of the change. Max characters in description is 64. This

is optional.

V) Validate Verifies the policy syntax. Note also that the syntax is

Policy automatically checked when you add or replace a key rule.
Vormetric Data Security User Guide 324
Mavigating the Policy Composer
Icon Tooltip Description

i Reset Policy Discards all the changes made since the last time the policy was

e saved. This is the equivalent to Revert To Saved in some Windows
applications.

At this point your policy to restrict access should be complete. Next section will describe
GuardPointand their role in VB.

A System locks

aC{ !3Syid [201SRé¢ IyR a{éaidasSy [201SRé¢ I N5
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certain system files. These options are not exploredros document since custom access
control is recommended, however you might want to read more information about if on the

latest VDS user guide or the Vormesigoport portal
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https://help.vormetric.com/home

=] Edit Host - 10.1 6.1 5.1 1

Host Informathon

Hperee 10.1 60 61 L Description Eimsx Conmts cast &l
05 Ty 1T Cammusication Peet To24
Licerse Type TERM -
F5 Agent Leind St Loind
Ppdertrd Crispfann Mithaed Ganprate - Soppent CRalengs & Resparis

Reganevate Pessaond

Agenk Visrsion Certilicate Fingegaink Registration Allowed Comumuraca tion Enabled
(=3 5.2.1.2% B A S N R RS A A S D R DR ST T TR 4 ¥

U GuardPoints

Ok || Agoly | | Cance

GuardPointplay an important role in the policy implementation procegsGuardPoint i
designatedlirectory (folder)where policdesare applied this means that a GuardPoint is defined to
monitor folder/files activity A GuardPointmust be defined along witan existingpolicy

(previously created)which means that this directory and/or files in it mustdieenexplicit
permission (in the policy) to be accessed (read, write, etc). Every time an attempt is made to
access the datenonitored by the GuardPoint, security g configured on the policyagsociated

to the GuardPoint) are executed.

[ —

{ ]

security rule

1

Number

Resource

User

Process

When

Action

Effect

To create a GuardPoint go Hosts>Hostsselect a host inside the domain by clicking in its name

(hyperlink).
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GuardPoints.
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host.


















